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Introduction

The U.S. Electronic Signatures in Global and National Commerce
(E-SIGN) Act provides federal recognition of electronic signatures
and records, ensuring that contracts and agreements executed
electronically carry the same legal weight as their paper
equivalents.

Videosign enables organisations to execute and evidence legally
binding digital agreements with confidence.

Every signature captured in Videosign is verifiable, attributable,
and fully compliant with E-SIGN standards.

E-SIGN Overview

Enacted in 2000, the E-SIGN Act ensures that electronic
signatures cannot be denied legal effect solely because they are
in electronic form. It establishes national standards for consent,
intent, attribution, and record retention across all U.S.
jurisdictions.

Videosign’s secure signing and video-
conferencing platform upholds these
principles by combining digital signature
technology, optional identity verification,
and video evidence to deliver
enforceable, auditable transactions.
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Key E-SIGN Compliance Principles

Core Principle

Intent to Sign

Consent to
Conduct
Business
Electronically

Association of
Signature with
Record

Attribution and
Authentication
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E-SIGN Requirement

The signer must
demonstrate a clear
intent to sign the

record (§7001(a)(2)).

Consumers must
affirmatively consent
to transact
electronically

(§7001(c)(1)).

The electronic
signature must be
logically associated
with the specific

record (§7001(a)(1)).

The signature must
be attributable to the
correct individual

(§7001(a)).

How Videosign Complies

Users confirm intent through
deliberate action (clicking
“Sign” or drawing a
signature). Optional video
recording provides verbal
and/or visual proof of intent.

Clear consent disclosures are
displayed before signing;
acceptance is recorded in the
secure audit trail.

Each signature is
cryptographically bound to
the document, timestamped
and logged with signer
details.

Only the invited signer can
access and sign. Optional
2FA (SMS) and ID verification
via integration partners using
bank-based or biometric
checks confirm identity. Video
evidence reinforces
attribution.
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Key E-SIGN Compliance Principles (Continued)

Core Principle E-SIGN Requirement How Videosign Complies

Videosign generates a
Qualified Electronic Seal for

Electronic records .
each signed document,

Integrity and must remain accurate . .
ensuring any modification
Tamper- and unaltered for ost-sianature is detectable
. -Si urei :
Evidence reference (87001(d) P g. .
1) All data is stored in encrypted
' form on AWS I1SO 27001-
certified infrastructure.
Electronic records Signed documents and audit
Record must remain trails are securely retained
Retention and accessible and and can be exported in
Accessibility reproducible verifiable form for legal or
(87001(d)). regulatory purposes.

Comprehensive audit trail
includes timestamps, IP
addresses, browser info,
identity verification data, and
optional video recordings
evidencing the signing
process.

Sufficient evidence
Audit Trail and  must exist to prove
Evidence authenticity,

attribution, and intent

(87001 (a)—(d)).

References to section numbers (§) correspond to the Electronic
Signatures in Global and National Commerce Act (15 U.S.C. §§ 7001 et
seq.) as published by the U.S. Code.
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Enterprise-Grade Security

All Videosign services are hosted on Amazon Web Services
(AWS) infrastructure certified to ISO 27001, SOC 2, and
GDPR standards.

Core Security Measures

End-to-end encryption of all stored and transmitted
data

Cryptographic sealing of signed documents

Controlled access, redundancy, and monitoring for
data integrity

Secure retention and version control ensuring long-
term evidential reliability

These controls ensure confidentiality, integrity, and
availability of all E-SIGN-compliant electronic records and
associated evidence.

7 ]
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Conclusion

Videosign’s secure workflows, identity controls, and
comprehensive audit trails ensure full compliance with the
U.S. Electronic Signatures in Global and National
Commerce (E-SIGN) Act.

Electronic signatures executed through Videosign are:

v Legally valid and enforceable
v’ Attributable to verified individuals
v’ Securely bound to the signed content

v Evidentially robust for legal and regulatory use

Contact Us

If you want to discuss any
information included in this
statement, or require further details
on Videosign compliance, please
contact us.

@ enquiries@videosign.co.uk
www.videosign.co.uk

@ videosignco
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